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Annex1: The Personal Data Subject to this Agreement

1. AEO%REIR

BT K DAY — B ADORKIE T DA (BKIFE OFFHIC L D2FAE ORI &2 & 2 LA
TR CERR,)

1. Services handled by the Company

Provision of the Service by the Company to the Contractor (including use by the User

with the permission of the Contractor; hereinafter the same means).

2. WUERHAE]
AHFNCES LS ETORET — % OB E TOHIM, B, HET —% OB
SWTIE, BLTFTo@Ey &35,

c BHEDNERT AT U P CREMIREREREe v 7, BELOT KL RBRIZ
GENDT—H
WLT — X O B E NG E LT AREWIR S B9 5 £ T,

- EFE . FIRE IE =FEFHEPNES BT vy e — RN LT —4% ¢

Ty u— REOUFIZ L VHIRT 2562 RE. Y%7 —F D7 v 7u— b RKE
INERE LT REHIRDS T2 % T,

2. Processing period

The period of time until the deletion of all Customer data in accordance with this



agreement. The period of time for deletion of Customer data is as follows:

+ Data contained in the log, history and address book which retention period can be set
in the account managed by the Contractor.
Until the expiration of the retention period set by the Contractor from the provision of

the data.

- Data uploaded by the Contractor, user or third party user for the purpose of sending.
Until the expiration of the retention period set by the Contractor from the upload of the

data in question, unless the data is deleted at the request of the uploader.

3. WL OME & HEY

BT, FIARANAE > TRV — 2 2 ZE IFAH RS 2 BT, =Y F T
— 2 2T 5,

3. Processing nature and purpose

We process the Personal Data for the purpose of providing the Service to the Contractor

or User in accordance with the Agreement.

4. WIS D /8= F )T — & ORER

AR — B 2% U CYUICRAE S DA 2 HH T, BEEITFIREICE Y (F
TZIEEDfRRICE V)RS D H D

4. Categories of personal data

Personal information provided to us through the Service that is provided by (or at the

direction of) the Contractor or User

5. PRI ND T — & EIROFR

LK OUEEEUIKE, FIFE FIHENEAOLGET. FIFEOREUINEER) KD
AP —E R %@ U CEOF L IIFAFTICE 0 (F2IEZ2 ORI E D) YT — % 034
it D E A

5. Categories of Data Subjects

Employees or officers of the Contractor, Users (or officers or employees of the Contractor
if the User is a corporation), and individuals to whom data is provided to the Company

by (or at the direction of) the Contractor or Users through the Service.
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Annex 2: Security Measures



No b= M
Category Description
Y= Xy NU— T BREE
Server network environment

1| SETEEGAE 24 W5H] 365 A, AP —E2Z2HEH L TRV | BEHRMEFILT —~
alive U —DEMNE~BHMEND
monitoring The Service is monitored 24 hours a day, 7 days a week, 365

days a year, and the data center operator is notified when an
error is detected.

2 | UAIAKIER Tyl — RENDLERT 7 ANVICKH L TCUANAT =y &L
antivirus TWET, TANARF = 7 DONE—2 T 7 A VLRI R OW®
measures B R OBREICLTWVET,

We check the uploaded files for viruses. The virus check pattern
file is set to always be up-to-date.

3 | =08~ | ABEBEEHTOY— 0 OS [k L CHEAFRZHO, EHET 7 A
DT 7 A TERVREICLTVET,

Accessing the | The OS of the server in production is not directly accessible by
Server OS anyone, including the operator

4 | S Ak OS W7 u /T NENREZWZ LN TWIRWDE RIS D720
Falsification WS AN A Eii L T ET,
detection Falsification detection is performed to detect whether programs

in the OS have been rewritten.

5 | OB | OS LTy =TT LAY =T RES WD I KD RNE R B
Behavior EDRRNNE I D HRFERZITWET,
detection We constantly monitor the OS for suspicious activity due to

malware, ransomware, or takeover.

6 | 774 Yv—7 | Xy hU—7 kI Firewall 53 L, MWEKIKEDOT 7 & 2D H
+— FFATLTVWET,

Firewall We have implemented a firewall on our network, allowing only
the minimum amount of access required.

T ARETZRER | 7T =T arbA VIR LTE WAF 238 AL, RIET 7 &
xR AEBIHLCOE T, RETZ7®ADOT 72 ATiE IP 7 KL A
Measures T7ryZ LTWET,
against The application layer is protected against unauthorized access




unauthorized | by introducing WAF. The access source for unauthorized access
access 1s blocked by the IP address.

8 Fy hT—27 LA X LTI IDS/AIPS # 8 AL, RET 7 & A
R L T ET,

The network layer is protected against unauthorized access by
introducing a IDS/TPS

9 | WEARIERIE | B OBIEICHT o r 723~ TR L TWET, ArJiZo

Prevention of | \WTIE, AL TWEHA,
internal We obtain all logs of the operator's operations. This log is not
improprieties | available to the public.

10 | a7 0%SA | B 7T T XTI ED DL S ARG IEREZ B> TV ET,

k5 1k All logs are collected in one place and tampering prevention
To prevent log | measures are taken.
tampering
11 | B S kxR FET AN ERET DA 5L TWET,
Encryption The area for storing sent files is encrypted.
12 | measures T R— 2 DI REI A R L LTV E T,
The database storage is encrypted.

13 SMER > D OIAR 1T 5Ll E DR L T E T,
Communication from outside is permitted only for encrypted
communication.

14 | KEEXE P— BREICBWCT, #ElRoT— 2y ¥ —F2EHL, U

Disaster VIRA v MEEFEOERER 21T o TWET,
measures In the server environment, we use data centers at multiple
locations and take measures to avoid one-point failures.

15 | = NEfxE | P "BEAR Lol E . BRITY —AN"ER S — LT Y R

i DRERR A RIE L TWET,
measures We have implemented a configuration that automatically scales
against high | out the server when the server becomes overloaded.
loads
P—EREM
Service operation
16 | 77kARY EBHEOT 7 2An 7RG L, WEAIEZEMRL TWET,

Access log The access log of the operator is acquired and internal

improprieties are monitored.

17 | #fEe 7 O | EHEOBREr 720G L, WA EZER L T ET,




e

The operator's operation log is acquired and internal

Retrieving 1Improprieties are monitored.
Operation
Logs

B8 | EXaUT 1| BFaUT 48y FOMEDOILEZITV, ST 71— E D
Ny T AL TWES, 2, EHIAIZ 08, I R =T 40 Mgkl
Security iR L, 7y 7T —haEMBLTONET,
patches We have documented our response to security patches and

established a response flow. In addition, we regularly check for
OS and middleware vulnerabilities and update them to address
the vulnerabilities.

19 | AHEH VAT L BRT L ODOFINETLE RSN TEY . BEELISIC
Change KT HHFE - AR 7 —ZEO T, EBHINTWET,
management Procedures for changing the system are documented, and the

application and approval flow for response to changes is
established and implemented.

20 | BE S HEDE P DB PIEN CE SN TR Y (EUICEH STV E T,
Managing The method of managing cryptographic keys is documented and
cryptographic | managed appropriately.
keys

21 | ID &8 VAT ADALT T U AET D720 ID OFEFIEN CE S
D NTWET, EHIZ ID ORFELZITV, AZEZ2 ID IFHIBRL Ty
management | £7,

ID management procedures for system maintenance are
documented and rules are in place. We regularly scrutinize IDs
and delete unnecessary IDs.

22 |7 =470 — | RATLHT—HE@HN LI LT, 7= 7n—2BHLTEY,
D UAZAHBUELTWES, £D 9 2T, U A7 ZEIEES~HH
Data Flow AT TWET,

management | After identifying the data we hold, we organize the data flow
and visualize the risks. In addition, we are taking measures to
avoid risks.

23 | MasstExrR eSS IR W 2 TE RO I L. WEgs ek 3R oA M Al LT u
Vulnerability | £7
Diagnosis Vulnerability diagnosis is conducted regularly to determine the

effectiveness of vulnerability measures.
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Annex3:sub-processor
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sub-processor Summary of Services
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hosting service

HENNGE &4 KA —E AT B A —/LOEUE T —E A

E-mail distribution service for the Service
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E-Mail management service for inquiries about the Service
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